
CYBERSECURITY











Why am I here 
today?

















Something
has to
change...







Good news!







Cybersecurity Threats
In Schools



Phishing & Social 
Engineering Attacks



Example Scenario:





Ransomware & 
Data Breaches



Example Scenario:



Insecure Devices 
& Networks 



Example Scenario:



Compliance & 
Data Privacy



•

•

•



•

•



Non-Compliance can 
lead to:
•

•

•



Cybersecurity
Best Practices



Strong Passwords & 
Multi-Factor 

Authentication (MFA)



Example Scenario:



Cybersecurity 
Awareness Training



Example Scenario:



Regular Software Updates 
& Patch Management



Example Scenario:



Data Backup & 
Recovery Plans



Example Scenario:



Secure Networks
& Devices



Example Scenario:



MSS Compliance 
Checklist

+





Security
Core



Refer to section II.A in ADOM MSS Guidelines for more details.



Refer to section II.B in ADOM MSS Guidelines for more details.



Refer to sections II.C-D in ADOM MSS Guidelines for more details.





Networks &
Wireless



Wi-Fi must be
WPA2 at
minimum.
Refer to section II.E in 
ADOM MSS Guidelines 
for more details.



Your wireless controllers 
and access points must 
have strong passwords.
Refer to section II.F in 
ADOM MSS Guidelines 
for more details.



SSH > Telnet

Refer to section II.P in ADOM MSS 
Guidelines for more details.



Strong passwords.

Two-factor MFA. 15-minute automatic 
device lock.

At least a 6-digit PIN 
for mobile devices.

Refer to sections II.F-G and II.M-N in ADOM MSS 
Guidelines for more details.



Device encryption

Refer to sections II.H and II.P in ADOM MSS Guidelines for more details.

No jailbreaking

Guest Wi-Fi only



Refer to section II.H-J in ADOM MSS Guidelines for more details.

Remote access requires a 
VPN or proxy MFA + passwords

Separate from user 
accounts

Disable/rename 
local accounts.



Refer to sections II.K-L in ADOM MSS Guidelines for more details.

Daily backups

Archive old data



Refer to sections II.K-L in ADOM MSS Guidelines for more details.

AES Standards for encryption



Refer to sections II.Q-R in ADOM MSS Guidelines for more details.

Servers + Virtual Environments



Refer to sections II.Q-R in ADOM MSS Guidelines for more details.

Virtual Environments



Refer to sections II.Q-R in ADOM MSS Guidelines for more details.

Virtual Environments

Encryption



Email 
and 
Web

Refer to sections II.S-T in ADOM MSS Guidelines 
for more details.



Email 
and 
Web

Refer to sections II.S-T in ADOM MSS Guidelines 
for more details.



Email 
and 
Web

Refer to sections II.S-T in ADOM MSS Guidelines 
for more details.



Email 
and 
Web

Refer to sections II.S-T in ADOM MSS Guidelines 
for more details.



Email 
and 
Web

Refer to sections II.S-T in ADOM MSS Guidelines 
for more details.



Documentation

Refer to sections II.U-V in ADOM MSS Guidelines 
for more details.



Documentation

End-of-life 
software/hardware

Refer to sections II.U-V in ADOM MSS Guidelines 
for more details.



Register for our free 
E-Rate webinar

Thank you!
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